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Anatomy of the FortiGate Solution

FortiOS is the security 

hardened operating 

system that powers all 

FortiGate multi-threat 

security systems.



Introducing FortiOS 4.0

Primary Benefits:

 Access to innovative new security technologies, once 

available only as standalone products

 Improved security through the integration of security 

technologies working together

 Consolidation simplifies management, saving time and 

money

With the release of FortiOS 4.0, 

Fortinet is redefining network 

security again by extending the 

scope of consolidated security 

capabilities within the 

FortiGate multi-threat security 

system. 



New to FortiOS

FortiOS 4.0 introduces four major new technologies 
into the existing comprehensive network security 
offering:
 WAN Optimization 

Accelerate applications over WAN connections while ensuring multi-threat 
security enforcement

 Application Control

Recognize traffic based on the application generating it, instead of port or 
protocol

 SSL Inspection

 Increase security and policy control among encrypted traffic streams

 Data Leakage Prevention (DLP)

 to identify and prevent the communication of sensitive information outside of 
the network boundaries



WAN Optimization

 Increases network performance 

 Reduces data transmitted across a WAN

 Reduces bandwidth and server resource requirements

 Improves user productivity

 Reduces networking costs

Increases network performance by reducing the 

amount of communication and data transmitted 

between applications and servers across a WAN



WAN Optimization in Action

 Integrated caching

 Bi-directional

 Integrated with VDOMs

 Common applications

 File Sharing (CIFS, FTP)

 Email (MAPI with MS 

Exchange / MS Outlook)

 Web (HTTP / HTTPS)

 Generic (TCP)

 FortiClient Integration

 Remote / mobile users 

without local FortiGate



Application Control

 Facilitates inspection for evasive applications using non-standard ports, port-

hopping, or tunneling within trusted applications

 More flexible and fine-grained policy control

 Increased security

 Deeper visibility into network traffic

Enforces security policy for over 1000 applications, regardless 

of port or protocol used for communication

http://www.scottrade.com/index.asp
http://webex.com/index.html
http://twitter.com/
http://www.jabber.com/


Application Control List

Multiple Applications 

can be defined with 

different actions and 

logging options



Categories and Apps

Thousands of 

Applications 

Supported



SSL Traffic Inspection

 Inspect otherwise hidden 

communication

 Increased protection for secure 

web/app servers

 Improved visibility into network 

traffic

 Supports HTTPS, POP3S, SMTPS, 

and IMAPS protocols

Proxies SSL encrypted traffic, inspecting 

for threats and applying policy to traffic 

that is invisible to other security devices.  



Apply traditional Web Filtering 

policies to HTTPS traffic

Filtering HTTPS Traffic

Corporate 

LAN

Client initiates connection to HTTPS 

server

Intercepted by FortiGate

FGT establishes connection to the 

server and proxies the communication

Web Filtering is applied on the 

decrypted traffic stream



Corporate 

LAN

Email 

(POP3S, IMAPS, SMTPS)

Web 

(HTTPS)

Client

Protecting SSL Servers
Filter SSL-encrypted traffic to prevent intrusions / attacks

Uses the same mechanism to 

intercept & decrypt the SSL traffic 

streams

Apply standard protection profile 

on encrypted traffic



SSL Inspection ðfor Secure Web

New SSL 

Inspection 

Options



SSL Inspection & E-Mail

New SSL Inspection Options

IMAPS

POP3S

SMTPS



Data Leakage Prevention

 Integrates with Application Control and 

SSL Inspection

 Works across any application and 

encrypted traffic

 Configurable actions (block / log)

 Provides audit trails for data and files

 Aides in legislative compliance

 Protects an organizationôs sensitive 

information

Keep sensitive, confidential, and proprietary data from 

escaping defined network perimeter



Data Leakage Prevention  

(DLP)

DLP Sensor

Used to define data detection rule sets

Sensor applied in protection profile

DLP Actions

Log, block, archive (to FortiAnalyzer)

Ban or quarantine user

File Types supported

Text, PDF, MS Word (up to and including 

2007 versions)

Additional types added in future



DLP Rules 

Protocol Specific Configuration

Rules can be created 

using Regular 

Expression or ASCII.



Additional FortiOS 4.0 Features

 Identity-Based Policies
 FortiOS 4.0 allows administrators the ability to define security policy 

around individual users (new), groups of users (new), IP address, 
network, or protocol.

 Intrusion Prevention Enhancements
FortiOS 4.0 enhances the FortiGate systemôs Intrusion Prevention 

capabilities.  With passive intrusion detection, IPv6 support, multiple 
blocking actions, and enhanced logging options for threat traffic, Fortinet 
takes the intrusion prevention service to a new level of effectiveness.

Endpoint Compliance and Control
 FortiOS 4.0 allows the FortiGate multi-threat security system to check for 

the installation of FortiClient endpoint security agents.  Host integrity (AV 
updated, Firewall enabled, etc.) can be checked before allowing the 
device to the trusted network.  Quarantine capabilities allow for multi-
tiered network access so endpoints can resolve their compliance issues 
or continue with restricted access on a segregated and restricted virtual 
LAN (VLAN).



The Power of Integrated Security

Example 1:  
 SSL Inspection decrypts HTTPS communications of web-based email

 DLP policy scans outgoing transmissions for email text detailing sensitive 

information

 DLP policy also scans file attachments, potentially blocking files containing 

credit card numbers / social security numbers / other sensitive information

 Identity-based policies can combine with Application Control to block the single 

offending user from using web mail applications, but allow use of other web 

applications

Example 2:
 DLP could identify and block sensitive information being transmitted to specific 

offices, enforcing a need-to-know basis

 WAN Optimization increases the speed of file transmission from corporate to 

branch offices

 VPN Module encrypts traffic bound for remote location



Fortinet Confidental
20

Competitive Advantage Summary

FortiGate
Netscreen

SSG

Check 

point

Cisco 

ASA
Sonicwall

WAN optimization
Separate 

Device

Separate 

Device

Application Control

DLP

SSL Inspection
Separate 

Device

Separate 

Device
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FortiOS 4.0

Major OS release
 Over 40+ new significant new or enhanced features

 Most non-A series will not be supported

Range Supported Models

Low End
30B, 50B, 50B WIFI, 50B-HDD, 60B, 60B WIFI, 

100A, 110C, 110C-HDD, 

Mid Range

200A, 200A-HDD, 224B*, 300A, 300A-HDD, 

310B, 400A, 400A-HDD, 500A, 500A-HDD, 620B, 

800, 800F, 1000A, 1000AFA2 

High End
3000, 3016B, 3600, 3600A, 3810B, 

5001,5001FA2, 5001A, 5005FA2, 5005FB2

* 224B support available in future patch releases
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FortiOS 4.0

OS features
 Some features will only be available on selected platforms

Features Supported Models

WAN Optimization
50B-HDD, 110C-HDD, 310B*, 620B*, 3016B*, 

3600A*, 3810A*, 5001A-SW*

Application Control All platform supporting V4.0

DLP All platform supporting V4.0

SSL Content Inspection
110C, 110C-HDD, 310B, 620B, 3016B, 3600A, 

3810A, 5001A, 5005FA2

End Point Compliance All platform supporting V4.0 (unlike V3.0)

* Requires additional ASM-S08 Module



Questions?



Thank You!


