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Introducing FortiOS 4.0

With the release of FortiOS 4.0,
Fortinet is redefining network =" m FOoETIC1S

security again by extending the ™%
scope of consolidated securit

capabilities within the 1 e
FortiGate multi-threat s '
system.
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Primary Benefits:

Access to Innovative new Se * nologies, once

available only as standalone p is— \ EX
Improved security through th = securit |
technologies working togeth. ’ = & PR \
Consolidation simplifies management;savin \\

money
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New to FortiOS 4. (0

FortiOS 4.0 introduces four major new technologies
Into the existing comprehensive network security
offering:

WAN Optimization

Accelerate applications over WAN connections while ensuring multi-threat
security enforcement

Application Control

Recognize traffic based on the application generating it, instead of port-or
protocol

SSL-inspection
Increase security and policy control among encrypted traffic streams

Data Leakage Prevention (DLP)

to identify and prevent the communication of sensitive information outside of
the network boundaries
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m WAN Optimization -

Increases network performance by reducing the
amount of communication and data transmitted
between applications and servers across a WAN

Increases network performance
Reduces data transmitted across a WAN
Reduces bandwidth and server resource requirements

Improves user productivity
Reduces networking costs }<>

S FoATICLEnT
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WAN OPTIMIZATION
Ol

Integrated caching
Bi-directional
Integrated with VDOMSs

Common applications
File Sharing (CIFS, FTP)

Email (MAPI with MS
Exchange / MS Outlook)

Web (HTTP / HTTPS)
Generic (TCP)

FortiClient Integration

Remote / mobile users
without local FortiGate
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WAN Optimization in Action

Monitor

Traffic Summary o
Period; |Last 5 Minutes -
Reduction Lk WA
HTTF | &g% 32.5M 28.6M
FTF | T4% 24.1M 17.6M
CIFS | 48% 50.6M 24.3M
MAPIT | &1% 45.1M 40.,0M
TCP | 63% 34.9M Z2.0M
Total 190.2M 132.7M
Bandwidth Optimization o
240M
200M Period:
ILast Hour 'l
IP.II vl
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o
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160M
Protocol:
120M
] Chart Type:
n
E
]

13:31 13:36 13:41 13:46 12:51 13:56 14:01 14:06 14:11 14:16 14:21 14:26 14:31

|l LAM Drata

WAN Data |

ICqum chart -l
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APPLICATION

== FoRTIOS.
-; Application Control T80

Enforces security policy for over 1000 applications, regardless
of port or protocol used for communication

Facilitates inspection for evasive applications using non-standard ports, port-
hopping, or tunneling within trusted applications

More flexible and fine-grained policy control
Increased security £7 Windows Live
Deeper visibility into network traffic Messenger

Gl

Scottrade -~
More broker for your money. YAHOO!@ MAIL ex

:?é bber e The Power of Presence” Lﬂtllﬁ. SUftwa e NET

salc‘b]‘grcecrm D facebook
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http://www.scottrade.com/index.asp
http://webex.com/index.html
http://twitter.com/
http://www.jabber.com/

APPLICATION
GONTROL

- Application Control List
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Control List | Statistics e
Name App-List1
Comments
(maximum 63 characters) C OK J
'_Create New ) W R
ID Category Application Action Logging
1 All CMP.TCP Pass 9 e &
2 game All Block QD s BE
3 9 i i 2
4 9 o B
5 New Application Entry 9 WA =
Category game _ﬂ
Application -= All Applications -- —3‘
Action Block | &1 Multiple Applications
: can be defined with
Options . .
A T o different actions and
# Enable Logging |Ogglng OptlonS
‘ OK ) < Cancel )
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APPLICATION
CONTROL

o

Category

Application

business ¢

-- All Applications -~ ’

Action
APC. Powe'chute

ﬂ|

BOINC
Centric.CRM
Clarizen
EditGrid
Eig.Sec.Analyz¢
(e ePeachtree
Fluxiom

| Guotaijunan

| IBM. Lotus.Note
JavaRMI.Call
JavaRMI.Regist
JavaRMI.Strearg

Options
] Session TTL

# Enable Logging

MS.IIS

Nagios

Netbotz
Norton.AV.Broa
Noteworthy

Thousands of
Applications
Supported

r
| business

[ == All Applications ==

Qianlong
Rstatd. Information

' Rusers

Salesforce

Schwab

Scottrade

Sharepoint
Sharepoint.Blog.Posting

Meeting.Maker- Sharepoint.Calendar
| Sharepoint.Documents

Sharepoint. Wiki
Stock.Compass

Stork. Hwx
Symantec.Syst.Center
Tdameritrade
Thinkfres

Thinkorswim

Webex, Weboffice
Youseemore

4=

Categories and Apps

New Application Entry

= oARTiIO%.

AN ()

im —3]
-- All Applications - _3)
gl | im _:‘
H :i:.Expre | - All Applications -~ 3
UZN (VR | Imhaha Fgws B3
Alitalk [ Imvu L M
Baidu.Hi [l Instan. 1 __ aj Applications -- E
Chikka 1| e (I I
abber .
 Soise.vd i | Nateor _
' Ebuddy Lava.La MetEase.POPOQ
' Facebook.§] Maober| QQ
Fetion NMECA M| Radiusim
Friendvox || WECA-M| Real.GameHall
Gadu.Gadl| ECA-M| Real.Update
GoM.ssL|| MECA-M Rediff
Goog’é Tal MECA-M simpLE
b Meebo { =
IGcoc())MWEI ) gg‘han.;uscoq 1
ICQ2go :::::: Tachao.Aliww
Iloveim MSN Twitter
MSN.Me| Userplane
MSN.We¢ Web. Pownce
Webaim
Xfire
Yahoo
Yahoo.Mail.Messenger i
Yahoo.Web.Messenger bl
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SSL Traffic Inspection A0

Proxies SSL encrypted traffic, inspecting
for threats and applying policy to traffic
that is invisible to other security devices.

Inspect otherwise hidden
communication

Increased protection for secure
web/app servers

Improved visibility into network
traffic

Supports HTTPS, POP3S, SMTPS,
and IMAPS protocols
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Filtering HTTPS Traffic A (0)

T

Apply traditional Web Filtering
policies to HTTPS traffic

s==== Client initiates connection to HTTPS
server

— Intercepted by FortiGate

s [GT establishes connection to the
server and proxies the communication

S FoRTIGATE. Web Filtering is applied on the
/ decrypted traffic stream

Corporate
LAN
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Protecting SSL Servers ==z FORTIOS.
Filter SSL-encrypted traffic to prevent intrusions / attacks
e Uses the same mechanism to
intercept & decrypt the SSL traffic
R streams
Y~ Apply standard protection profile

on encrypted traffic

A
22

%E Email
(POP3S, IMAPS, SMTPS)

S ErFoRTISATE.

I (HTTPS)

Corporate
LAN
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SSL Inspection &for Secure Web=>~=="'95

- Web Filtering

e
HTTP HTTPS i

Web Content Block O E
Web Content Exempt O E
Web URL Filter O ]
ActiveX Filter 0 ]
Cookie Filter 0 ]
Java Applet Filter O E
Web Resume Download Block O E
Block invalid URLs O 24

| R/

HTTP POST Action

« FortiGuard Web Filtering NeW SSL

H HTTPS |HS|GEEHOH
Options

b

Enable FortiGuard Web Filtering

Enable FortiGuard Web Filtering Overrides

Provide details for blocked HTTP 4xx and Sxx errors

Rate images by URL (blocked images will be replaced with blanks)
Allow websites when a rating error occurs

Strict Blocking

Rate URLs by domain and IP address

(1 (I || (@ |d @ (A e

{@.@.@.@.@.@.@.

Block HTTP redirects by rating
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SSL Inspection & E-Mail

IMAPS
POP3S
SMTPS

w Spam Filtering

FortiGuard AntiSpam

IP address check
URL check
E-mail checksum check
Spam submission
IP address BWL check
HELO DNS lockup
E-mail address BWL check

Return e-mail DNS check
Banned word check

Spam Action
Tag Location

Tag Format

v IMAP

Tagged
® Subject MIME

Spam

v POP3

Tagged
® subject _ MIME

Spam

v SMTP

Discard - o/

~ Subject

Snam

== FoARTIds.

4l )

New SSL Inspection Options

/ ¥ 1maps ™ pop3s

<
&iﬂ iﬁﬂ&ﬂg/
7]

Discard + &1

* Subject . MIME

4 T4
4 4
W W
4 4
4 4
4 ol
W W
k W W
Tagged Tagged
® subject _ MIME ® subject _ MIME
Spam Spam Spam
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Data Leakage Prevention A, (0

Keep sensitive, confidential, and proprietary data from
escaping defined network perimeter

Integrates with Application Control and
SSL Inspection

Works across any application and
encrypted traffic

Configurable actions (block /1o0Q)
Provides audit trails for data and files
Aides in legislative compliance

Protects an organi zat.
iInformation

Y
S
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m Data Leakage Prevention - A
(DLP)

DLP Sensor

Used to define data detection rule sets
Sensor applied in protection profile

DLP Actions

Log, block, archive (to FortiAnalyzer)
Ban or quarantine user

File Types supported

Text, PDF, MS Word (up to and including
2007 versions)

Additional types added in future
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m Protocol Specific Configuration

New/Edit Regular Rule
Name
Comments
Protocol Email H
Rule W SMTP ™ IMAP ™ POP3 W SMTPS ™ IMAPS W POP3S
& Body matches = T -
* i HTTP 4
Subject matches
. ™ HTTP POST W HTTP GET W HTTPS POST ™ HTTPS GET
Sender matches = [y o
& Body matches B [ asci b8 Regular Expression | v
Receiver matche: - R -
URL matches v ASCII ~ Regular Expression RegEx
Attachment size
Transfer size == + 0 KB
Attachment type
Cookie matches - AccIr Doanudar Bunraccinn  * =

Transfer size ==

~ - I“Sta |t I'lessagl”g v I
Binary file pattern cal parameters -

Authenticated Use HTTP header header g AIM lg ICQ 'g MSN 'g Yahoo!
User group matc Hostname matches Sender matches v ASCII & Regular Expression v RegEx
File type is v ) -
Transfer size == + 0 KB
Binary file pattern (e
Authenticated User File type is » found in builtin-patterns
User group matched () File text matches v' ASCII Regular Expression v RegEx
Binary file pattern (enter in base 64) matches v Base64
Rules can be created
using Regular -} Authenticated User matches v
Expression or ASCII. User group matches - :
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Additional FortiOS 4.0 Features A (0)

ldentity-Based Policies

FortiOS 4.0 allows administrators the ability to define security policy
around individual users (new), groups of users (new), IP address,
network, or protocol.

Intrusion Prevention Enhancements

Forti OS 4.0 enhances the Forti Gate s
capabilities. With passive intrusion detection, IPv6 support, multiple

blocking actions, and enhanced logging options for threat traffic, Fortinet

takes the intrusion prevention service to a new level of effectiveness.

Endpoint Compliance and Control

FortiOS 4.0 allows the FortiGate multi-threat security system to check for
the installation of FortiClient endpoint security agents. Host integrity (AV
updated, Firewall enabled, etc.) can be checked before allowing the
device to the trusted network. Quarantine capabilities allow for multi-
tiered network access so endpoints can resolve their compliance issues
or continue with restricted access on a segregated and restricted virtual

LAN (VLAN).
e ETINET
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The Power of Integrated Security A )

Example 1.
SSL Inspection decrypts HTTPS communications of web-based email

DLP policy scans outgoing transmissions for email text detailing sensitive
Information

DLP policy also scans file attachments, potentially blocking files containing
credit card numbers / social security numbers / other sensitive information

|dentity-based policies can combine with Application Control to block the single
offending user from using web mail applications, but allow use of other web
applications

Example 2:

DLP could identify and block sensitive information being transmitted to specific
offices, enforcing a need-to-know basis

WAN Optimization increases the speed of file transmission from corporate to
branch offices

VPN Module encrypts traffic bound for remote location
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Competitive Advantage Summary A ()

Netscreen Check Cisco

WAN optimization Sggslr:ete S[ejgslrcaée

Application Control D D @D D @

DLP @

SSL Inspection @ Sggsircaée S[e)zsge
20
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FortiOS 4.0 4. (0)

Major OS release

Over 40+ new significant new or enhanced features
Most non-A series will not be supported

30B, 50B, 50B WIFI, 50B-HDD, 60B, 60B WIFI,
100A, 110C, 110C-HDD,

200A, 200A-HDD, 224B*, 300A, 300A-HDD,
Mid Range 310B, 400A, 400A-HDD, 500A, 500A-HDD, 6208,
800, 800F, 1000A, 1000AFA2

-3000; 3016B;-3660, 3600A, 38108,
5001,5001FA2, 5001A, 5005FA2, 5005FB2

Low End

High End

*224B support available in future patch releases
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FortiOS 4.0 4. (0)

OS features
Some features will only be available on selected platforms

50B-HDD, 110C-HDD, 310B*, 620B*, 3016B*,

WAN Optimization 3600A*, 3810A*, 5001A-SW*

Application Control All platform supporting V4.0

DLP All platform supporting V4.0

110C, 110C-HDD, 310B, 620B, 30168, 3600A,

SSL Content Inspection 3810A, 5001A, 5005FA2

End Point Compliance All platform supporting V4.0 (unlike V3.0)

* Requires additional ASM-S08 Module
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Questions?

=="==[TIN=T1T



Thank You!
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